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Online Social Networks are Everywhere 
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New Communication Platform 

 
 Social links exist 

intra & inter OSNs 
◦ Six degrees of 

separation theorem 

 
 Extensive 

information sharing 
◦ Professional 

◦ Personal 

◦ Medical 

◦ … 
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Not Everything is Perfect 
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Privacy, Privacy, and Privacy 

 

 

 OSNs know everything 

 

 Third-party application 
could know everything 

 

 Other agencies could 
know everything. 
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Trust is Hard to Establish 
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What is PPCP about? 

 PPCP – Privacy Preserving Communication Protocols for OSNs 
 

◦ Enable users to store private profile attributes locally (without revealing to 
OSNs)  

 

◦ Enable two non-friend users to match their profiles, in an attempt to establish 
some sort of friendship 

 

◦ Enable two friend users to establish a secure channel and communicate with 
each other 

 
 It is an application complementary to existing OSNs. 
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Profile Matching (Scenario 1) 

 Leverage a number 
of concepts 

 

◦ Trust between 
friends 

 

◦ New data encryption 
algorithms 

 

◦ Secure two-party 
computation 
techniques 

 

◦ Bob can be offline 
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Profile Matching (Scenario 1I) 
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 Leverage a number 
of concepts 

 

◦ Heuristics of 
friendship structure 

 

◦ Secure two-party 
computation 
techniques 

 

◦ Alice and Bob 
should be online 
at the same time 



Secure Channel Establishment 

 A novel key establishment protocol, leveraging on  
 
◦ The PPCP server 

 
◦ The common private profile attributes between friends 
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